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CTCOpc Server Installation As Service & Remote 
Access 

 
Note:  Below Assumes CTCOpc server is installed, licensed and operational locally 
before proceeding.  The desired project should be the last loaded as that will be the 
one the service will start with.  The service will have to be restarted whenever a 
change occurs to the project file (.cop). 
 
Windows 7/10 
 
Disable User Access Control (UAL) and reboot.  This is under Control Panel->User 
Accounts 
 

 
 
Windows 7/10 & Windows XP Service Pack 3 
 

1.  Create a C:\CTCOpc directory.  Unzip the CTCOpcServices.zip file to this 
directory.  It contains the utility programs and dll’s needed for running CTCOpc 
as a service.  The batch file you will run in the next step will only run properly 
with this exact directly name and placement. 

2. Copy and paste the dll files within this directory (logger.dll and srvstart.dll) to the 
Windows\System32 subdirectory.  Make sure msvcrt.dll is present in the directory 
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and if not obtain from Microsoft or another Windows installation.  This dll may 
be missing on Windows XP but has always been present thus far on Windows 
7/10. 

3. Open a command window as administrator (right click and select ‘run as 
administrator’ on the cmd selection).  Execute the batch file:  
installSVC_CTCOPC for a 32 bit operating system or installSVC_CTCOPC64 
for 64 bit,  and ensure SUCCESS status as shown below: 
 

 
 

Note:  Documentation for the batch file can be obtained from: 
 
http://www.nick.rozanski.org.uk/services 
 
http://www.howtogeek.com/50786/using-srvstart-to-run-any-application-as-a-
windows-service/ 
 
Reboot the computer or start the service as shown below (Control Panel-
>Administrative Tools): 
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Windows XP: 

 
 
 
Windows 7: 

 
 
 
 
Local access only is now enabled. 
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Windows XP - Remote Access of CTCOpc Server 
 
 
For Remote Access COM Security must be modified: 
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For remote access it may be preferred to select ‘This user’ and define an account to be 
used exclusively by OPC. 
 
Note that above assumes Windows Firewall is disabled, if it must be turned on reference 
that section in Windows 7 for additional requirements, Page 14. 
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Windows 7 - Remote Access of CTCOpc Server 
 
 
For Remote Access COM Security must be modified.  Access this from the Control 
Panel->System and Security->Administrative Tools->Component Services Screen: 
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Under SYSTEM all should be checked: 
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All should be selected for each below: 

 
 

 
 
All should be checked for each below: 
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All should be selected for Distributed DCOM Users: 
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Below from following web site: 
http://www.aggsoft.com/asdl-dcom-opc-config-3.htm 
 
3.1 PERMITTING DCOM ACTIVITY 

By default, Windows blocks inbound connections from other computer. For OPC clients to be able to connect 
to OPC servers on this computer, enable the corresponding rule. 

 
Fig. 12 Firewall rule properties 

 
Fig. 13 Permitting DCOM activity 

For Windows 7 users. If the "COM+ network access" or "DCOM" rule is not in the list, create two "Port" 
rules. 

1. Port 135 rule for the TCP protocol; 
2. Port 135 rule for the UDP protocol; 



15 
 

3.2 CREATING RULES FOR EVERY OPC SERVER 

You need to permit activity for every OPC server running on this computer. Also, you should permit network 
activity for the OpcEnum system service that allows remote clients to receive the list of servers from this 
computer. 

Below you can see an example of how to create a rule for OpcEnum. Rules for other applications are created 
in a similar way. 

 
Fig. 14 Adding an individual rule 

1. Select the "New Rule" action; 
2. Select the "Program" rule type; 
3. Click the "Next" button. 

 
Fig. 15 Selecting the file 

1. Select the "Program Path" option; 
2. Specify the full path to the program and its file name; 
3. You can select the program on the disk using the "Browse" button; 
4. Click the "Next" button. 
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Fig. 16 Rule properties 

 
Fig. 17 Active profiles 
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Fig. 18 Rule name 

 
Fig. 19 Active rules 

 

Note:  Add CTCOpc.exe to the Windows Fire Wall exception screen. 
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DCOM Configuration: 
 

 
 
 

 
 
 



19 
 

 
 
 

 
 
 



20 
 

 
 
 

 
 
 
 
 
 


