CTCOpc Server Installation As Service & Remote
Access

Note: Below Assumes CTCOpc server is installed, licensed and operational locally
before proceeding. The desired project should be the last loaded as that will be the
one the service will start with. The service will have to be restarted whenever a
change occurs to the project file (.cop).

Windows 7/10

Disable User Access Control (UAL) and reboot. This is under Control Panel->User
Accounts

4! User Account Control Settings

Choose when to be notified about changes

User Account Control helps prevent potentially harmful |
Tell me more about User Account Control settings

Always notify

Mever notify me when:

®  Programs try to install s
my computer

®*  Imake changes to Winc

Iﬂlﬁl Mot recommended. Ch
use programs that are r
e because they do not su

Mewver notify

Windows 7/10 & Windows XP Service Pack 3

1. Create a C:\\CTCOpc directory. Unzip the CTCOpcServices.zip file to this
directory. It contains the utility programs and dII’s needed for running CTCOpc
as a service. The batch file you will run in the next step will only run properly
with this exact directly name and placement.

2. Copy and paste the dll files within this directory (logger.dll and srvstart.dll) to the
Windows\System32 subdirectory. Make sure msvcrt.dll is present in the directory
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and if not obtain from Microsoft or another Windows installation. This dll may
be missing on Windows XP but has always been present thus far on Windows
7/10.

3. Open a command window as administrator (right click and select ‘run as
administrator’ on the cmd selection). Execute the batch file:
installISVC_CTCOPC for a 32 bit operating system or installSVC_CTCOPC64
for 64 bit, and ensure SUCCESS status as shown below:

C:>cd CTCOpc

C:~CTCOpc >»dir
Uolume in drive C has no lahel.
Uolume Serial Humber is CC87-7BB6

Directory of C:~CTCOpc

B3 27,2012 @9:26 <DIR> .
W3- 2772012 @9:26 <DIR> P
B3 26,2012 11:53 216 CTICOpc.ini
W3- 27-2012 @9:29 159 insztallSUC_CTCOPC.bat
B -27,2008 11:82 28.672 logger.dll
A 27,2000 11:82 143,368 srustart.dll
By 27,2000 11:82 36.864 srustart.exe
A 27,2000 11:82 116,224 suc.exe
6 File<s> 325,495 hytes
2 Dirds)> 148, 481.720.328 hytes free

C:nCTCOpe >instal1SUC_CTCOPC

C:5CTCOpc »sc create CTCOpe DisplavMame= “"CTCOpc' hinPath= "c:~CTCOpc
[EC] Createfervice SUCCESS

C:~CTCOpc>»sc description CTCOpc “CGCIC OPC Server"
[SC] ChangeServiceConfigZ2 SUCCESS
C =~ CTCOpc >

Note: Documentation for the batch file can be obtained from:

http://www.nick.rozanski.org.uk/services

http://www.howtogeek.com/50786/using-srvstart-to-run-any-application-as-a-
windows-service/

Reboot the computer or start the service as shown below (Control Panel-
>Administrative Tools):



Windows XP:

Services (Local)

CTCOpC

Stop the service
Restart the service

Description:
CTC QOPC Server

Windows 7:

Mame
8 .NET Runtime Opti...

%Alerter

%Apache2.2

%npplication Laver G...
%npplication Manage...
9 ASPLHET Stats Ser..,

%nutomatic Updates

%Avira Realtime Prat. ..

%Avira Scheduler

%Background Intellig. ..
%Brnadcom #5F IP ...

%Clianok

%COI\’H Event System

%COI\H System Appl. ..

%Computer Erowser

%DCOM Server Proc...

%Cryptographic SErv..,

Descripkion

Microsoft \WET Framew. ..
Motifies selected users ..
Apache/2.2.15 (Win32)
Pravides suppaort far 3r...

Provides software instal, ..
Pravides suppart for ou. ..
Enables the download a...
Offers permanent prote, .,
Service bo schedule Avir, ..
Transfers files in the ba. .
Monitors and propagate. ..
Enables ClipBook Wiswer. ..
Supports System Event ...
Manages the configurat. ..
Maintains an updated lis. ..

Provides three manage. ..

Provides launch Func

Skatus

Skarted
Skarted

Skarted
Skarted
Skarted

Skarted

Started
Skarted
Skarted
Skarted
5 d
Skarted

Skartup Type

Manual
Disabled
Aukomnatic
Manual
Manual
Manual
Aukarnakic
Aukarnakic
Aukarnakic
Manual
Autamatic
Disabled
Manual
Manual
Aukornatic
Aukornatic

Aukarnakic

Log ©n &s
Local System
Local Service
Local Swstem
Local Service
Local Swsterm
Mebwork 5.,
Local Swsterm
Local Swstem
Local Swstem
Local Swstem
Local Swstem
Local Swstem
Local System
Local Swstem
Local Swstem
Local Svstem
L - 3
Local Swsterm

7 Component Services N

. File Action View Window Help
e rEHHg= HE » mnw
(Z1 Conscle Root ' Services (Local)
4 . Component Services
4 [0 Computers CTCOpc Name Description  Status Startup Type  Log OnAs
LS
409 I‘\:‘!y E;:ﬂp“‘;er o . Computer Browser  Maintains ... Started Manual Local Syste...
b +
= I Stadjthesennce 2 Credential Manager Provides se... Manual Local Syste...
» [] DCOM Config - 3 .
= . £ Cryptographic Ser... Provides fo...  Started Automatic Metwork 5...
> || Running Processes ’ iy 5 7
» || Distributed Transaction Coordinator E_e;c(gp;g; """ St EHRRER T Au‘lumalc LR Gy
: g Event Viewer (Local) Erver 54 DCOM Server . TheDCOM.. Started Automatic Local Syste...
¢, Services (Local) . Desktop Window ... Provides De...  Started Automatic Local Syste..
55 DHCP Client Registers an... Started Automatic Local Service

Local access only is now enabled.



Windows XP - Remote Access of CTCOpc Server

For Remote Access COM Security must be modified:

i+ Component Services

@ File  &ction Wiew window  Help
- B xFE @ [

[ Consale Root
= @ Camponent Services

=2 Computers D
@ My Cornpuker _

Event Yiewer (Lo Stop M3 DTC
Services (Local) 15
Refresh all components

View 4
Mew Window From Here

| |

Help

My Computer Properties

General Options || Default Properties
Diefault Protocols MSOTC COM Security

Accesz Permizzions

Y'ou may edit who iz allowed default acceszs bo applications. v'ou may
alzo zet limitz on applications that determine their own permizsions.

Eit Limits... | [ EditDefaur.. |

My Computer, Properties |2|[Z|
General : Options Default Properties .
Default Pratocols (i MSDTC COM Security

Acceszs Permizzions

You may edit who iz allowed default access to applications. rou may
alzo =&t limitz on applications that determing their own permizzions.

Edlit Linits... | | £t Defouly |




Access Permission

Default Securty l

ETDLIFI ar Lizer name::

Add... I Rermove |

Fermizzions for SYSTEM Al Diery
Local Access Fi
Remote Access F

My Computer Properties

‘Genersl | Options | DefaulProperties |

Drefault F'rcutcucnlé MSDTE COM Security

- Access Permissions

Y'ou may edit who iz allowed default access to applications. ou may
alzo zet limitz on applications that determine their own permizsions.

Bl ‘ [ EdiDefaut.. |

— Launch and Activation Permissions

'ou may edit who iz allowed by default to launch applications or
activate objectz. You may alzo et limitz on applications that
determine their own permizsiang.

E dit Limits:.. Edit Default...%J




Launch Permission

Default Security l

GTEIL,IIZI Or LIEEr names:

€7 INTERACTIVE

ﬁ Adminiztrators [(BUILD_MACHIMNE MAdminiztrators]

i

Add... I Remove J

Permizzions for SYSTEM

Allon Dery

Local Launch
Remote Launch
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Remote Activation

i#> Component Services

EEE[E
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B File
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Component Services

File:
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CTCopc2 Properties

| General | Location | Security | Endpuints.| [dentity |

YWhich user account do pou want to uge to run this application?

" The interactive user.
* The launching user.

" This user.

For remote access it may be preferred to select ‘This user’ and define an account to be
used exclusively by OPC.

Note that above assumes Windows Firewall is disabled, if it must be turned on reference
that section in Windows 7 for additional requirements, Page 14.



Windows 7 - Remote Access of CTCOpc Server

For Remote Access COM Security must be modified. Access this from the Control
Panel->System and Security->Administrative Tools->Component Services Screen:

%. File Action View Window Help
5| »BXE6:z BE DIESE

(L] Console Root Marne
a 5 Component Services

A | COM+ Applications
4 || Computers

T T [/ DCOM Confi
i 1A My Computer| 5 9

[ @ Event Viewer (Local] Refresh all components B
i 55 Services (Local) ardi..,
View 3

Mew Window from Here
Export List...
Properties L\\)

Help

|

General | Options I Default Properties
Default Protocols |~ COMSecuity |  MSDTC

Access Pemissions

You may edit whao is allowed default access to applications. You may
also set imits on applications that detemine their own pemissions.

& Caution: Modifying access pemissions can affect the ability
F! of applications to start, connect, function and.far run

— securehy.

| Edtlmis.. | | Ed'rtDefauH...kJ

Launch and Activation Pemissions



nder SYSTEM all should be checked:

Default Security

GI’OIJD Or User names:

52 SELF
Y SYSTEM

52 Administrators (KEV-WIN7X86"Administrators)

[ Add... ][ Remove ]

Permissions for SYSTEM Allow Dermy
Local Access ]
Remote Access [l

General I Options I Default Properties

Default Protocols |~ COMSecuity |  MSDTC

Access Pemissions

You may edit who is allowed default access to applications. You may
also set imits on applications that determine their own permissions.

4. Caution: Modifying access pemissions can affect the ability
d of applications to start, connect, function and.for nun

securely.

| Edtlmis.. | | EditDefaut.. |

Launch and Activation Pemissions

You may edit who is allowed by default to launch applications or
activate objects. You may also set limits on applications that
determinge their own pemissions.

4. Caution: Modifying launch and activation pemmissions can
d affect the abilty of applications to start, connect, function
and/or run securely.

| Edtlmis.. | [ EdiDefauk.. |\
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Default Securty

(Group or user names:
A SYSTEM
SR Administrators (KEV-WIN7X86"Administrators)
8% INTERACTIVE
[ Add... ] [ Remove ]
Permissions for SYSTEM Allow Dery
Local Launch =
Remote Launch
Local Activation [l
Remate Activation

General | Options | Defautt Properties

Default Protocols | COM Security | MSDTC

Access Permissions

You may edit who is allowed default access to applications. You may
also set limits on applications that determine their own permissions.

4 Caution: Modifying access pemissions can affect the ability
i of applications to start, connect, function and.far run

securely.

Edit Limits. . | Edit Defaut..

All should be checked for each below:
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Securty Limits

ISI'I{IIIJIZ:I Or User names:

82 Everyone

5?‘ Pedormance Log Users (KEV-WINTX86"Peformance Log ...
E_@) Distributed COM Users (KEV-WINTX2E \Distributed COM Us...
A ANONYMOLUS LOGON

| Add. || Remove |

Pemissions for ANOMNYMOLUS

LOGOMN Allow Dery
Local Access [l
Remote Access O

General | Options I Default Properies

Default Protocols | COM Security | MsDTC

Access Permissions

You may edit who is allowed default access to applications. You may
also set limits on applications that detemine their own permissions.

£ Caution: Modifying access pemissions can affect the ability
L'& of applications to start, connect, function and/or run
securehy.

| Editlimts.. | | Ed Defaut..

Launch and Activation Pemissions

You may edit who is allowed by default to launch applications ar
activate objects. You may also set limits on applications that
determine their own permissions.

£ [Caution: Modfying launch and activation pemissions can
affect the ability of applications to start, connect, function
and./or nun securehy.

Edi L'mits...[ | Edi Defaut..
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All should b

Security Limits

e selected for Distributed DCOM Users:

GI’OIJD or User names:

ﬂ!i Evenvone

52 Administrators (KEV-WIN7X86\Administrators)
-ﬂ?_, Performance Log Users (KEV-WINTX86"Pefomance Log ...

A Distributed COM Users (KEV-WINTX86"\Distributed COM Us...

Add... ] [ Remove ]
Permissions for Distributed COM
|sers Allow Deny
Local Launch [
Remote Launch
Local Activation [l
Femote Activation
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Below from following web site:
http://www.aggsoft.com/asdl-dcom-opc-config-3.htm

3.1 PERMITTING DCOM ACTIVITY

By default, Windows blocks inbound connections from other computer. For OPC clients to be able to connect
to OPC servers on this computer, enable the corresponding rule.

* windaws Firewall with Advanced Security

Fle MAction View Help
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Fig. 13 Permitting DCOM activity

For Windows 7 users. If the "COM+ network access" or "DCOM" rule is not in the list, create two "Port"
rules.

Port 135 rule for the TCP protocol;
Port 135 rule for the UDP protocol;



W=

PN

3.2 CREATING RULES FOR EVERY OPC SERVER
You need to permit activity for every OPC server running on this computer. Also, you should permit network
activity for the OpcEnum system service that allows remote clients to receive the list of servers from this
computer.
Below you can see an example of how to create a rule for OpcEnum. Rules for other applications are created
in a similar way.
" Werbowt Fievwall with Advasoed Sesrity ‘ﬂ
Fle  Acton  Vew Hep
% 2imi Bl
[ e Freval vath Advanced 5

K1 Irbound Rudes.
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1 S [
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i Rule Wizaird _'ﬁ
Rule Typa: 1
Sebect e e of frmwall e [0 creans
Sbope:
4 Fude Type hwi_niw-.ﬂwhum‘-'
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.Ficj;.-lti Adding an individual rule
Select the "New Rule" action;

Select the "Program" rule type;

Click the "Next" button.

* Mewe Inbsound Rule Wizard = |
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Fig. 15 Selecting the file

Select the "Program Path" option;

Specify the full path to the program and its file name;

You can select the program on the disk using the "Browse" button;
Click the "Next" button.



Profie
‘Specky the profies for which this nile soples.

Fig. 16 Rule properties

Fig. 17 Active profiles
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Wews Inbound Rule Wizard =
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Fig. 18 Rule name

wWindows Firewall with Advanced Security
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K3 Inbound Rudes

[ Outhound Rules
# Connection Seawity Rukes
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Core Metworking - Internet Group Management Protocol (IGM...  Core Netw

Core Metworking - IPHTTPS (TOP-In) Core Nebw
Fig. 19 Active rules

Note: Add CTCOpc.exe to the Windows Fire Wall exception screen.
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DCOM Configuration:

. F':te kiRl Help
e »EXE = BE DIEHE

(1 Console Root N -

4 #. Component Services 8 COM: Applications

| DCOM Config
| Running Processes
|| Distributed Transaction Coordi...

a || Computers
a [{& My Computer|

] COM+ Applications
[ | DCOM Config
[;:l Running Processes
[ [ Distributed Transaction Coordinator
[» Event Viewer (Local)

e

b Lk Services (Local)

. File Action View Window Help

e 21EXDC|BE D@

s “ﬂ-’ BOEUILauncher Class -

Bitmap Image

Bluewire unpairing elevation surrogate
CElevateWlanli

CExcell2Converter Class

CMLUAUTIL

CMSTPLUA

COM+ Event System
ComEvents.ComServicebvents

m

ComEvents.ComSystermAppEBventData

W6 W6 mE mo ue wé mo ue ue mh

COpenCentrolPanel
‘& CTapiluaLib Class —
» [ & CTCope2!
b B cttunes View b
b B CustRe Mew Window from Here

[ “ﬂ-’ CWord
b & Default Properties L\@
b S DEFRAC
b f Detecti

Help
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| General [ Location | Securty [ Endpoints | Ident{,|

Which user accourt do you want to use to run this application?

(7) The interactive user.
@ The launching user.

(™) This user.

Pazzword: | |

Confirm pazsword: | |

The system accourt (services anhy).

%. File Action View Window Help

s EXEc BE 0@z

User | || Browse. .. |

[» ‘ﬁ netman -
[» ﬁi netprofm

b NetProjw

- ‘& Metwork and Sharing Center Cpl Elevat

i £ Offline Files Service

b & OlnfoP12

» |2 OpcEnum

> & OpenSea View ,
b & otkloadr Mew Window from Here

b Out Of Pr

- E¥ Outlook| Properties L\@

- & PDFPrevh -

» & PDFShell P

r % DanIhAr? ||

19



General | Location | Securty | Endpoints | Identity |

General properties of this DCOM application

Application Name: OpcEnum

Application 10: 113486D44-4821-11D2-A454-3CB306C1 0000}

Application Type: Local Service

Authentication Level: | Default

Service Name: CpcEnum

| General | Location | Securty | Endpoints | Identity |

Launch and Activation Pemissions
@ Use Defautt

(7 Customize

Access Permissions
i@ Lse Default

() Customize

Configuration Pemissions
i) Use Default

(@) Customize

Edi.. |
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